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1. Modularize PLC Code

Split PLC code into modules, using different function blocks (sub-routines). Test
modules independently.

Security Objective Target Group
Integrity of PLC logic Product Supplier
Guidance

Donot programthe compete PLQogicin one placee.g.,in the main @ganizationBlockor main
routine. Instead, split it it different function blocks (suboutines) and monitor their executiotime
and their size in Kb.

Create separate segments for logic that functions iretegently. This helps in input validation,
access contrahanagementintegrity verification etc.

Modularized code also facilitates testing and keeping track@itegrity of code moduledf the
code inside the module has been meticulously testuy nodifications to these modules can be
verified against the hash of the original coeeay.,by saving a hash of each of these moduleken
GKIFGQa Iy 2 LThisdvaay, mddyles GaK Balidatgd/duringhe FATSBAT or if the integrity
of the code $ in questiorafter an incident

Example

DFa ¢dz2NDAYS f23A0 A& &aSIANBIFGSR AydG2 dadidl NI dzL¥ X
so that you can apply standard logic systematicdlhs also helps in troubleshooting quickly if there

were 10 be a security incident.

Custom function blocks that are tested rigorously can based without alteration (and alerted if
change attempts are made) and locked against abuse/misuse with a password/digital signature.

Why?
Facilitates the detection of ndwadded portions of code that could be
Security malicious. Helps in logic standardizatiommsistencyandlocking against
unauthorized modifications

Helps control the program flow sequence and avoid loops, whicldcou
cause the logic to not react properly or crash.

Modular code is not only easier to debug (modules can be tested
independently) but also easier to maintain ampldate.

Also, e modulesmay be used for additional PLCs, thus allowing for
comnon code to be used and identified in separate PLCs. This can &
maintenance personnel with quickly recognizing common modules
during troubleshooting.

Reliability

Maintenance
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References

Standard / framework| Mapping

Tactic TA002- Execution
MITRE ATT&CK for IC TechniqueT0844- Program Organization Units

ISA 62443-3 SR 3.4Software and information integrity
ISA624434-2 CR 3.4Software and information integrity
ISA 62443-1 Sk2: Secure coding standards

CWE1120:Excessive Code Complexity

MITRE CWE CWE653: Insufficient Compartmentaliion



https://collaborate.mitre.org/attackics/index.php/Execution
https://collaborate.mitre.org/attackics/index.php/Technique/T0844
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2. Track operating modes

Keep the PLC in RUN mode. If PLCs are not in RUN mode, there should be an alarm to
the operators.

Security Objective Target Group
Integration / Maintenance Service Provider
Asset Owner

Integrity of PLC logic

Guidance

If PLCs are not in RUN ma@eg., PRORBAM mode) their code coulde changel to trackthe RUN
mode. Some PLCs have a checksum to alert for code changes, butdbtiey, (i K S NXe&stian I
indirectindicatorof a potential issuevhile trackingoperating modes

A If PLCs are not in RUN mode, there should be an alarm to the opedétheyare aware
that someone is supposed to be working on that control system, they can acknowledge the
alarm and move on.

A The HMI should be configured to-adert the operatortoward the end of the shift about the
presence of the alarm. The goalogd be to keep track of any staff or contractamsthe
plant doing work that mighimpactthe process.

Exceptioncase If the plant is inatesting or development phaseonsider disabling this alarm but the
plant should be isolated from higher levelstbe network.

Example

If the PLC does not have a hardware switch for changing operating modes, it is recommended to at
least make use of software mechanisms that can restrict changing PLC code, e.g., password
protection in engineering software for readiagd writing PLC code.

Why?
. SYySTAOALI f Why?
The operating mode (run / edit / write; for Allen Bradley PLCs: RUN /
PROGram / REMote) determines if PLC can be tampered with. If the
Security switch is in REMote state, it is technically possible &kenchanges to
the PLC program over the communication interfaces even if thesPLC
running
Reliability /
Maintenance /
References

Standard / framework Mapping

Tactic TAOO9- Inhibit Response Function
MITRE ATT&CK for IC Technique:T0858- Utilize/Change Operating Mode
ISA/IEC 62443-1 Skl : Security implementation review



https://collaborate.mitre.org/attackics/index.php/Inhibit_Response_Function
https://collaborate.mitre.org/attackics/index.php/Technique/T0858
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3. Leave operational logic in the PLC wherever feasible

Leave as much operational logic e.g., totalizing or integrating, as possible directly in
the PLC. The HMI does not get enough updates to do this well.

Security Objective Target Group
Product Supplier
Integrity of PLColyic Integration / Maintenance Service Provider

Asset Owner

Guidance

HMIs providesome level otoding capabilities, originally aimed to help operators enhance
visualization and alarming, that some programmers have employedetatecode that shouldrather
stayin the PLC to remain complete and auditable.

Calculating values as close to the field as possible mhkescalculations more accurat@he HMI
does not get enough updates to do totalizing / integrating well. Also, there isyallatency between
HMI and PLQurther, when the code is in the PLC, amdHMI restarts, it can always receive
totalizers/counts from a PLC.

In particular,HMI code to be avoideid anythingrelated to security or safetfjunctionssuchas
interlocks, tmers, holds or permissives.

Foranalyzingprocess data values over time, a process data historian is the better choice than the
HMI. Use queries in a process historian database to compare totalized values (over a period, over a
batch, over a process cyclsjth totals aggregated locally in PLC logic. Alert on a variance greater
thanthat can be explained bgifferences irdata granularity.

Example

A Code toestablish conditions to enable/disable buttarBnable/disable actions should be
controlled on PLC layeotherwise, actions can be performed the HMI(or through
network) in PLGalthough not meetindintended)conditions.

A Timers to allow actions to the operatatdlaytimer for consecutive motor starts, timer to
consider valves closed/oper motor stogped)shouldnot be put onthe HMI layer but in
the PLC governing such motor/valve.

A Thresholds for alarms have be part of PLC codes althougisplayedon HMIs

A Water tank with changing volume: The PLC which controls flow in and out of the tank can
easilytotalize volume (and crosgalidate totals). The HMI could do this as well, but it would
need to get the values from the PLC first. These values woulllasseiratetime-stampsin
order to get correct totals in case of latencyaord might miss valuestiie HMI restarts.

Why?

. SYySTAOALI £ Why?

1. Allows consistencin verifyingcodechanges. HMI coding has itg
change control apart from PLC, generally wih the samerigor
(especially in construction and commissioning phases), not
allowing syeem ownersto have a complete view and even losir
AYLRNIFYyG O2yaAiARSNIdGA2yaod |
or changed value lists as PICCSCADAs, d8MI levelchanges

Security
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are more difficult to be detectedracticallyimpossible to be
part of an authorizationchange management plan

For an attacker, it is harder to manipulate totals distributed ov
many PLCs than to manipulate totals all calculated in the HM
If a portion of the enable/disable functions are not in the PLC,
attackers might be abl® manipulate the PLC and I/O without
having to work the HMI portion as the proper information is
already obfuscated on the operator screen.

Reliability

Calculations are more efficient and accurate if closer to the fie
Also, totals and counts will dtide available if HMI restarts (PLC
do not restart as oftermand usually stor¢hese values imon-
volatile memory.

Different sources for inputs and interlocks may mean non
expected failures. There can be different technologies for HM
a plant (SCADlayer, but also field controller panels) and
changes in one of those will fail to be disseminated through tH
rest of layers, leading to inconsistendesvisualizatiorand
possiblefailures in operation.

Maintenance

Coding isasyto understand andransferfrom PLC to PLC, n&d much
from HMIsto HMls

References

Standard / framework Mapping

MITRE ATT&CK for I(

Tactic TA0L10- Impair Process Control

Technique T0836- Modify Parameter

ISA 62443-3 SR 3.6 Deterministic Output

ISA 62443-2 CR 3.8 Deterministic Output



https://collaborate.mitre.org/attackics/index.php/Impair_Process_Control
https://collaborate.mitre.org/attackics/index.php/Technique/T0836
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4. Use PLC flags as integrity checks

Put counters on PLC error flags to capture any math problems.

Security Objective Target Group
Product Supplier
Integration / Maintenance Service Provider

Integrity of PLC logic

Guidance

If the PLCcode was working finbut suddenly does a divide by zero, investigate. If stirimg is
communicating peer to peer from another PLC #malfunction/logic doesidivide byzero when it

gl ayQi SELISOGSRI AygSaidAralrasSoe

Most programmers will ignore the issue as a math eaioworseyet, might presume their code is

perfect and let the BC enter a hard fault statBuring code development, enginearsedto test

and validate their code modules (shippets or routines) by inputting data outside of expected bounds.
This nay be termed Unit Level Test.

Assign different, locked memory segments firmware, logic and protocol stack. Test the protocol
stack for abuse cases. Abuse cases could be peculiar flag conditions in a packet header.

Example

PLC faults caused by out of bounds data are very common. This happens, for example, when an input
value causes array indices go out of bounds, or timers with negative presets, or divide by zero
exceptions.

Typical flags of interest are

divide by zero

counter overflow

negative counter or timer preset
I/O scan overrun

v > >

Why?
Attackson PLCsouldinclude changing its logic, activating a new
program, testing new code, loading a new process recipe, inserting
Security auxiliary logic to send messagesagtivaing some feature Sincemost
PLCslo not providecryptographic integrity checkfiagscan be a good
indicatorif one of the above logic changes happens

Flags taken seriously can avoid the PLC running with programming g
errors.Also,if an error occurs, theource of thefailureis more obvious
Maintenance /

Reliability
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References

Standard / framework| Mapping

Tactic: TAO10- Impair Process Control
MITRE ATT&CK for IC TechniqueT0836- Modify Parameter
SR 3.5Input Validation
SR 3.6Deterministic Output
CR 3.5Input Validation
CR 3.6Deterministic Output
Sk2: Secure coding standards
SV\VA: Security regirements testing
CWE128:Wrap-around
CWE190: IntegerOverflow
CWE369:Divide by Zero
CWE754: Improper Check for Unusual or Exceptional Conditions

ISA 62443-3

ISA 624431-2

ISA 624431-1

MITRE CWE



https://collaborate.mitre.org/attackics/index.php/Impair_Process_Control
https://collaborate.mitre.org/attackics/index.php/Technique/T0836
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5. Use cryptographic and / or checksum integrity checks for PLC
code

Use cryptographic hashes, or checksums if cryptographic hashes are unavailable, to
check PLC code integrity and raise an alarm when they change.

Security Objective Target Group
Product Supplier
Integrity of PLC logic Integration / Maintenance Service Provider

Asset Owner

Guidance

A) Cheksums

Where (cryptographic) hashes are not feasible, checksums may be an option. Some PLCs generate a
unique Checksum when code is downloaded into the PLC Hardware. The Checksum should be
documented by the manufacturer / integrator after SAT dedpart ofwarranty / serviceconditions.

If the checksum feature is not natively available in the controller, this can also be generated in the
EWS/HMI and probee.g.,once a day to compare with tHeash of the originatode in the PLC to
verifythatttSe@ | NB YIF G OKAYy3Id 2KAES (GKAA 62y Qi LINRPDARS
anyone is attepting changes to the PLC code.

The checksum value cafsobe moved into @LGegisterand configured foan alarm when it
changesthe valuecan be sat to historians etc.

B) Hashes

PLC CPUs generally do not have the processing capacity to generate or checkvhidstresning

Attempting a hasimightl Ol dzl f £t @ Ol dzaS GKS t[/ (2 ON} akKo . dzi
be able to calculate hashé®m the PLC code and save them either in the PlSBrmmewhere elsén

the control system.

Example
PLC vendors that are known to have checksum features:

A Siemens (see example)
A Rockwell

Also, external software can be used for generating checksums:

A Version dg
A Asset Guardian
A PAS

Siemens implementation example
Example for creating checksums in Siemen$50 PLC:

GetChecksurC dzy OliA 2y . f201 NBIFRa | OGdzat OKSO1 adzy
/| KSOl adzyé OFy 06S &ai2NBR | aferdideEHedidbiy s e storedRvigh
the DatalogFunction.

—~<
<, T

O
oy
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Date UTC Time Referenz Aktuell

1 11/21/2019 9:55:11 | B4 2A76DF5B 31F4 16 | FF 2C EA 71 44 D7 81 04

2 11/21/2019 9:57:33 FF 2CEA 7144 D7 8104 | FF 2C EA 71 44 D7 81 04

3 11/21/2019 9:58:17 FF 2CEA 7144 D7 8104 | 5B 7C57 7E E2 3E EF C3

4 11/21/2019 9:58:36 | FF2CEA 7144 D7 8104 | 5B 7C57 7E E2 3F EF C3

5 11/21/2019 9:58:44 58 7C 57 7JEE2 3EEFC3 | 5B 7C 57 7E E2 3E EF C3

Rockwell Implementation Example:

This is partial example of how an organization can develop a level of PLC program change detection
capability within their ICS environment. This example is spattififor a Rockwell Automation
ControlLogix PLC and is not complete; however, it illustrates how to retrieve the PLC processor state
into a register within the PLC. Once in a register in the PLC, the organization can use it create a
configuration changelarm for display on an HMI, transmit the raw state information to an HMI for
trending and monitoring, or send it to a Historian for long term capture.

This practice provides an opportunity, using existing tools and capabilities, to gain situational
awareness of when critical cyber assets change. It is up to the organization to complete the use of
this example in a method that works best in their environment.

1. CNRY GKS /2y iNRfftSN t NPLISNIIASE 5AFE23 . 2EZX

] & Controller Properties - Checksum = &=
General A Major Foults ] Mince Faults | Date/Tene ] Advanced | SFC Execution
Securty Authenty

Restnct Communications Excent Through Selected Sots

Seloct Siets P]l{;]a[ﬁ]s]n
Change Detection
Changes To Detect V6RFFFF_FFFF_FFFF_FFFF | Configure
At Valueo

Lok )| cace || = Help
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2. Within the selection window, choose all items to be monitored

' Configure Changes to Detect

=T

[V] Project stored to removable media
|[V7]Oniknne edts modéied controlier peogram
[¥] Transaction committed

V] SFC forces enabled

|V} SFC forces disabled

|[ 7] SFC forces removed

[¥] SFC element force value changed
|V]1/0 forces enabled

V1 1/O forces disabled

V] 1/0 forces removed

[¥] /O forces modfied

(V] Freware update attempted

|V} Freware update from removable meda attemrpted
I‘.,lfPunotomodedw\ge

V] Keyswitch mode change

-

[ ok

J [ concet ] |

|
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| 2
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Hame =2 Alixs For

b Systern_State Hol

Base Tag

Description Excternal Aooess Constant
Hex Value of CPU stat... Resd/ Wide O
ReadWrite O

u

Style
Decarnal
Decirnal

4. Use the Get System Values (GSV) instruction to get the processoinétaieation from
memory and move it into a Tag that can be used in logic or read at the HMI

L

P T

Dest  System_State

Ow
GSV
Class Name Controller
Instance Name
Altnbute Name AuditValue

Dest smm_sme_ﬂoldeflog
-

S

7
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Why?

. SYySTFAOAL T

Why?
Knowing if PLC code was tampered with is essential for both noticing

Security compromise anderifyingif a PLC is safe to opage after a potential
compromise.
_— Hashes or checksums can also be a means to verify if the PLC is (sti
Reliability

running code approved by the integrator / manufacturer.

Maintenance

/

References

Standard / framework\ Mapping

Tactic. TAOO2- Execution TAO10- Impair Process Control
MITRE ATT&CK for I€ TechniqueT0873- Project File Infectionr0833- Modify Control Logic
ISA 62443-3 SR 3.4 Software and information intgrity

CR 3.4 Sofware and information integrity
ISA 624432 EDR 3.12 Provisioning product supplier roots of trust

Skl : Security implementation review
ISA 624431 SVV1 Security requirements testing

CWE345:Insufficient Verificatiorof Data Authenticity
MITRE CWE 1 (child) CWE353: Missing Support for Integrity Check

T (child) CWE354:Improper Validation of Integrity Check Value



https://collaborate.mitre.org/attackics/index.php/Execution
https://collaborate.mitre.org/attackics/index.php/Impair_Process_Control
https://collaborate.mitre.org/attackics/index.php/Technique/T0873
https://collaborate.mitre.org/attackics/index.php/Technique/T0833
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6. Validate timers and counters

If timers and counters values are written to the PLC program, they should be validated
by the PLC for reasonableness and verify backward counts below zero.

Security Objective Target Group
Integration / Maintenance Service Provider
Asset Owner

Integrity of PLC variables

Guidance
Timers and counters can technically be preset to any vaherefore, the valid range to preset a
timer or counterneedsto should be restrictedo meet the operational requirements

If remote devices such as an HMI write timer or counter values to a program:

A do not let the HMI write to the timer or counter diregtbut go through a validation logic
A validate presets and timeout valugsthe PLC

Validationof timer and countelinputsiseasy/ to directly do in the PL@vithout the need forany
network device capable of Deep Packet Inspegtisinceti KS t [ / Hatlthg Brdcéss stage or
context is. It can validatwhatClt gets andd ¢ K St gets the commands or setpoints.

Example
During PLC startup, timers and counters are usually preset to certain values.

If there isa timer that triggers alarms at 1.3 secontst that timer ispreset maliciously to 5
minutes, itmight not trigger the alarm

If there isa counter that causes a process to stop when it reache@0Dbut that isset it to 11000
from the beginning, the processight not stop.

Why?
If I/O, timers, or presets are written directly to 1/0, not being validated
Security the PLC, the PLC validation layer is evaded and the HMI (or other ne
devices) are assigned an unwarranted level of trust.

The PLC can alsolidate when an operatoaccidentally presetbad
timer or counter values.

Having valid ranges for timers and counters documented and
automatically validated may help whempdatinglogic

Reliability

Maintenance

References

Standard / framework\ Mapping

Tactic: TAO10- Impair Process Control
MITRE ATT&CHr ICS Technique T0836- Modify Parameter
ISA 62443-3 SR 3.5 Input Validation
ISA 62443-2 CR 3.5 Input Validation
Sk2: Secure coding standards
SVV1: Security requirements testing

ISA 624431-1



https://collaborate.mitre.org/attackics/index.php/Impair_Process_Control
https://collaborate.mitre.org/attackics/index.php/Technique/T0836

Secure PLC Coding Practices: Details it
Version 1.0 (15 June 2021) S

7. Validate and alert for paired inputs / outputs

If you have paired signals, ensure that both signals are not asserted together. Alarm the
operator when input / output states occur that are physically not feasible. Consider
making paired signals independent or adding delay timers when toggling outputs
could be damaging to actuators.

Security Obgctive Target Group

Integrity of PLC variables Product Supplier
Resilience Integration / Maintenance Service Provider
Guidance

Paired inputr outputsare those that physically cannot happen at the same time; they are mutually
exclusiveThoughpairedsignalscannotbe assertedit the same time unless there is a failure or
malicious activity, PLC programmers often do not preteat assertionfrom happening.

Validation is easiest to directly do in the PLC, because thesR@re of thegprocess stater
context. Pairedgsignalsare easier to recognize and track if they have sequential addresgpsrput
1 and input 2).

Another scenario where paired inputs or outputs could cause problems is when thaptaaieserted
at the same time, butoggled quckly in a way that damages actuators.

Example
Examples of pairedignals

A START and STOP
o0 Independent start & stop: Configure start and stop as discrete outputs instead of
having a single output that can be toggled on/&y. design this doesot allow
simultaneous triggers. For an attacker, it is way more complicated to rapidly toggle
on / off if two different outputs have to be set.
o Timer for restartAlso onsider adding a timefor a restart after a stop is issued to
avoid rapid toggling off start/sip signals.
A FORWARD and REVERSE
A OPEN and CLOSE

Exampledor toggling paired signalghat could be damaging:

If the PLC / MCC accepts a discrete input, this provides an easy option for an attacker to cause
physical damage on actuatofBhe welknown sceario for toggling outputs to do damage would be

an MCC, but this practice applies to all scenarios where toggling outputs could do daagef of
concept where rapidly toggling outputs could cause real damage wasutma Generator Test in

2007 condated by the Idaho National Laboratory, where toggling outputs out of sync caused circuit
breaker damage.
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Why?

. SYySTAOALI f Why?

1. If PLC programs do not account for what is going to happen if
both paired inputsignalsare asserted at the saetime, this is a
good attack vector.

2. Both pairedinput signalsbeing asserted is a warning that there
an operational error, programming error, or something maliciq
is going on.

3. This aoidsan attack scenario where physical damage can be
caused to afuiators.

1. Paired inputsignalscan point to a sensor being broken or mis
wired or that there is a mechanical problem like a stuck switck

2. Quickly toggling start and stop could also be done by mistake
this also prevents damage that might dene inadvertently.

Security

Reliability

Maintenance /

References
Standard / framework\ Mapping
Tactic TAO10- Impair Process Control
MITRE ATT&CK for IC Technique:T0836- Modify ParameterT0806- Brute Force I/O
SR 3.5Input Validation

ISA 624483 SR 3.6Determinstic Output
CR 3.5Input Validation

ISA 624432 CR 3.6Deterministic Output

ISA 62442-1 Sk2: Secure coding standards

SV\VA: Security requirements testing
MITRE CWE CWE754: Improper Check for Unusual or Exceptional Conditions



https://collaborate.mitre.org/attackics/index.php/Impair_Process_Control
https://collaborate.mitre.org/attackics/index.php/Technique/T0836
https://collaborate.mitre.org/attackics/index.php/Technique/T0806

Secure PLC Coding Practices: Details it
Version 1.0 (15 June 2021) S

8. Validate HMI input variables at the PLC level, not only at HMI

HMI access to PLC variables can (and should) be restricted to a valid operational value

range at the HMI, but further cross-checks in the PLC should be added to prevent, or

alert on, values outside of the acceptable ranges which are programmed into the HMI.
Security Objective Target Group

Product Supplier
Integration / Maintenance Service Provider

Integrity of PLC variables

Guidance
Input validation could include owgf-bounds checks for valid operationallwes as well as valid
values in terms of data types that are relative to the process.

If a PLC variable receives a value that isafititounds, provide PLC logic to either

A input adefault valueto that variable which does not negatively affect the process| can
be used as a flag for alerts, or
A input thelast correct valueo that value and log the event for further anaily

Example

Examplel

An operation requires a user to input a value on an HMI for valve pressure. Valid ranges for this
operatonareovnnX FyR GKS dzAaASNRa AyLldzi A& LI daSR FTNRY
variable in the PLC. In this case,

1. HMI input to variable V1 has a restricted range -df0® (dec.) programmed into the HMI.
2. The PLC hascrosscheck logic that states:

IFV1<OORIFV1>100,SETV1=0
This provides a positive response of a presumably safe value to an invalid input to that variable

Example 2

An operation requires user input for measurement thresholds to a variable which should always be
within an NT2 data range. The user input is passed from the HMI into the V2 variable in the PLC,
which is a 16it data register.

1. HMI input to variable V2 has a restricted range3#768 to 32767 (dec.) programmed into
the HMI.
2. The PLC has datgpe crosscheck loge that monitors the overflow variable (V3), which
SEAAGE 2dzalG FFGSNI +n Ay (GKS t[/ Q& YSY2NE &N

IFV2= -32768 OR IF V2 = 32767 AND V3 =0,
SET V2 =0 AND SET V3 = 0 AND SET DataTypeOverflowAlarm = TRUE.

Example 3

Scale PV (Process Value), SPK68iet) and CV (Control Variable) for PID (Proportional, Integral,
Derivative controller) to consistent or raw units to eliminate scaling errors causing control problem.
Incorrect scaling might lead to inadvertent abuse cases.
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Why?
. SYySTAOALI f Why?

1. While HMIs typically provide some sort of input validation, a
malicious actor can craft or replay modified packets to send
arbitrary values to the variables in the PLC which are open to
outside influencgopen to values passed from an HMI, for
exanple).

2.t [/ LINRG202fa IINB GeLAOITfTfe
published to the general public, so creating malware that utiliz
G2LISY ¢ LINRG202f AYyF2NXYIGAZ2Y

Security variable mapping can typically occur through traffic analysis
during the reconnaissance phases of an attack, thus providing
intruder with the necessary information to craft malicious traff
to the target and thereby manipulate a process with
unauthorized tools. Crosshecking values passed into the PLC
before inplementing that data into the process ensures valid
data ranges and mitigates an invalid value in those memory
locations by forcibly setting safe ranges when a value is dete(
as outof-bounds during the course of the PLC scan.

Reliability /

Maintenan@ /

References
Standard / framework\ Mapping
Tactic TAO10- Impair Process Control
MITRE ATT&CK for IC Technique T0836- Modify Parameter
SR 3.5Input Validation
ISA 624483 SR 3.6Deterministic Output
CR 3.5Input Validation
ISA 624432 CR 3.6Deterministic Output
Sk2: Secure coding standards
ISA 624431 SVVA1: Securityrequirements testing
MITRE CWE CWE1320:Improper Protection for Out of Bounds Signal Level Alerts



https://collaborate.mitre.org/attackics/index.php/Impair_Process_Control
https://collaborate.mitre.org/attackics/index.php/Technique/T0836
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9. Validate indirections

Validate indirections by poisoning array ends to catch fence-post errors.

Security Objective Target Group
Product Supplier
Integration / Maintenance Service Provider

Integrity of PLC vables

Guidance
An indirection is the use of the value of a register in another register. There are many reasons to use
indirections.

Examples for necessary indirections are:

A Variable frequencyrives (VFDs) that trigger different actions for different frequencies using
lookup tables.
A To decide which pump to start running first based on their current run times

PLCsdondi & LJA O f feddoKah &8y IHT a3 &2 A (G Q&a Isofd@e®e ARSI (2
goal is toavoidunusualunplanned PLC operations.

Example

Instruction List (IL) Programming

The approach can be turned into a few function blocks and possibly even reused for other
applications.

1. Create array mask

Check ithe array is binay-sized. If it is not binargized, create a mask to the next size up on a binary
scale.e.g, if you have a need for 5 registers (not binaized):

[21 31 41 51 61]

define an array of 8:

[xx2131415161%]

Next, take the index value to pick gr the indirection- in this example, iis 3.
Caveat: Index begins at 0!

213141 51 61]
N

Index:3

add an offset to it making up fahe poisoned endTheoffset can be 1 or higher, in this casésie:

[x x 21 31 41 51 61x]
N

Index including offset3 + 2 =5

and then AND the index including offset with ask that equals the array size.
In this example the array size is 8, thus index 7, so the mask would be 0x07. The mask makes sure the
maximum index you can get is 7, for example:
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6 AND 0x07 would giveback 6.
7 AND 0x07 would give back 7
8 AND 0x07 would give back 0.
9 AND 0x07 would give back 1.

This ensuregyou always address a valuetlire array.

2. Insert poisoned ends

Poisoning ends is optional. You would be able to detect pudaied indirectionsvithout the
poisoning, but poisoning helps to catch fermest errors because you get back a value that does not
make sense.

The point is that at index 0 of the array, there should be a value that is islich as1 or 65535.
Thisha aiGKS LR2A&aA2ySR SyRéd [A1SsAaASET G GKS flad

Sq for the array above, the poisoned version could look like this:

[-1 -12131415161 -1]

3. Record value of indirection address without mask

Then record the value of éhindirect address without AND mask and offset:
Ly GGKA&a SEIFYLX ST &2dzQR NBO2ZNR pm F2NJ AYRSE oo

213141 51 61]
N

__Index 3

4. Execute AND mask and comparalves (=indirection validation)
Compare your recorded value to the value after you hdwee the offset and the AND mask.
4a. Case ACorrect Indirection

First, offset:
Index + Offset=3+2=5

Second, mask:
5 AND 0x07 =5

Third, indirection check:
[-1-1213141 51 61 -1]
N

Index including offse
Value =51 equals the recatted value, so everything is fine.

4bh. Case BManipulated Indirection

LT 82dz y26 KIR | YI yA Lldzislsde @t happerg NBOG A2y s f SdQa
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First, offset:
Index + Offset=7+2=9

Second, mask:
9 AND 0x07 =1

Third, indirection check:
[-1 -1 2131 415161 -1]

N

Index including offsetl
Value= -1R2Sa y2d Sldzaf G§KS NBO2NRSR @I fdzS I yR
know your indirection is manipulated.

5. Execute fault / programmer alert

If this validated value is different from yorgcorded one, then you know something is wrong. Raise
a software quality alarm.

Then, check the indirection value. If it is a poisoned value, you should raise another software quality
alarm.This is an indication of a fengp®st error.

Why?
Most PLCs doot have anyfeatureto handle outof-bounds indices for
arrays. There aravo potentially dangerous scenariothat can stem
from indirection mistakes:

First, if an indirection leads to reading from the wrong register, the
Security program executes using wrong values.

Second if a wrong indirection leads to writing to the wrong register, th
program overwrites code or values you want to keep. In both cases,
indirection errors can be hard to spot and can have serious impacts.
can be caused by human error but also be inserted maliciously.
Reliability Identifiesnon-malicious human errors in programming

Maintenance /

References
Standard / framework Mapping
Tactic TAOL10 Impair Process Control
MITRE ATT&CK for IC Technique T0836- Modify Parameter
SR 3.5Input Validation

ISA 6244383 SR 3.6Determinisic Output
CR 3.5Input Validation

ISA 6244312 CR 3.6Deterministic Output

ISA 6244311 Sk2: Secure coding standards

SVVA1: Security requirements testing
MITRE CWE CWE129:Improper Validation of Array Index



https://collaborate.mitre.org/attackics/index.php/Impair_Process_Control
https://collaborate.mitre.org/attackics/index.php/Technique/T0836
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10. Assign designated register blocks by function
(read/write/validate)

Assign designated register blocks for specific functions in order to validate data, avoid
buffer overflows and block unauthorized external writes to protect controller data.

Security Objective Target Group
Product Supplier
Integration / Maintenance Service Provider

Integrity of PLC viables

Guidance
Temporary memory, also known as scratch pad memisrgy easily exploitable area of memory if
this practice is not followede.g.,simply wriingi 2 | & a 2 R0 dza éut dfBoAridsEdul8 NJ § K I {

lead to overwritingmemory registers used for temporary calculations.

Generally, register memomganbe accessed by other devices across the PLC nefatorad and
write operations.Some registers could be read by an HMI, and othetdd be written by a SCADA
system etcHaving specific register arrays for a certain applicatitstomakes it easiefin the
controller oran externafirewallis used) to configur®ead only access from another device/HMI.

Examples of functions for whidesignated register blocks make sense are:

reading

writing (from HMI / Controller / other external device)
validating writes

calculations

= =4 =4 =4

Ensuring external writes to allowable registers also helps in avoiding main memory reseeéhers
due to outof bound execution or malicious attempfBhese designated register blocks denused
as buffers foll/O, timer, and counter writes by validatirigat the buffer is completely written (does
not contain part old, part new dajaand validatingll the datain the buffer.

Background:

Main memory and register memory are used differently. Main memory is used for storing currently
executing program logic whereas the register memory is used as a temporary memory by the
currently executing logic. Though registeemmory is a temporary one, since it is being used by the
executing logic it is bound to contain some important variables that would affect the main logic.

Example

Examples for what could happentfiis practice isnot implemented:

(ReferenceG. P. H. Samduwan, P. S. Ranaweera, Vladimir A. Oleshchuk, PLC Security and Critical
Infrastructure Protection

1 Siemens typically uses the scratchpad memory in the flag area from flag 200.0 to flag 255.7.
If a bit is changed within this area there is a likelihood eérious malfunction of the PLC
based on the importance of that bit or byte.

1 Assume that an attacker can gain access to one of the machines in the PLC network and
infect that machine with a worm which is capable of writing arbitrary values to the registe
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memory. Since the register memory values changed arbitrarily, it can change the pressure
value.

1 Executing logic will set a new value based on the change and that may cause the system to
exceed its safety margins apdssiblydriven to afailure.

Exampledor implementing this practice:

1 In a scenario where there is a safety zone (but the DCS can read), the firewall can log any
bs NAGSQ | arilSthattliese regidtdiskare READ ONLY in the safety zone.

1 In another scenario, there could be some waitgpable registers, and others are read only,
but having all the READ ONLY registers in a single array makes it easier to ctirdiglne
the controller (or a firewall)

Why?
. SYSTAOAL T

Makes it easier to protect the controller dakby function
(read/write/validate).

Makes it easier for protocol sensitive firewalls to do their job: The rule
get simpler because it is very clear what register blocks are allowed f
the HMI to access. Makes it easier to manage the (simpler) rules in ti
firewall.

Making wauthorized changes to internal temporary memory is arilgas
exploitable vulnerability (Bpass Logic Attack)

When inputs and outputto PLC routineare properly validated, any
changes (by a malicious actor or by mistake) can be ¢aagtily instead
of staying in thdogicsequence for long and throwing errargausing
issues later in execution.

Makes reads and writes go faster because the number of transadton
reduced

Even authorized changes and programming misaian cause a
Reliability malfunctionif temporary memory is not protected.

Network andcommunicationgerrors on long messages can result in
unintended errors if the validity of the data is not checked prior to
processing

Programming mistakes causingitivig to temporary memory can make
Maintenance hard to find errors, so the problem can be avoided by assigning spec
registers for writes.

Security
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References

Standard / framework| Mapping

Tactic: TAOO9 Inhibit Response FunctipmAQ10- Impair Process
MITRE ATT&CHdr ICS| Control

Technique:T0835- Manipulate I/O image T0836- Modify Parameter
SR 3.4 Software and information integrity

ISA 62443-3 SR 3.5 Input Validaibn

SR 3.6 Deterministic Output

SD4: Secure design best practices

SH1: Security implementation review

Sk2: Secure coding standards

SV : Security requirements testing

CR 3.4 Software and information integrity

ISA 624431-2 CR 3.5 Input Validation

CR 3.6 Deterministic Output

CWE787:0ut-of-bounds Write

CWE653: Insufficient Compartmentalization

ISA 624431-1

MITRE CWE



https://collaborate.mitre.org/attackics/index.php/Inhibit_Response_Function
https://collaborate.mitre.org/attackics/index.php/Impair_Process_Control
https://collaborate.mitre.org/attackics/index.php/Impair_Process_Control
https://collaborate.mitre.org/attackics/index.php/Technique/T0835
https://collaborate.mitre.org/attackics/index.php/Technique/T0836
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11. Instrument for plausibility checks

Instrument the process in a way that allows for plausibility checks by cross-checking
different measurements.

Security Objective Target Group
Product Supplier
Integration / Maintenance Serviced¥ider

Integrity of /O values

Guidance
There are different ways of using physical plausibility for validating measurements:

a) Compare intgrated and timeindependent measurements
Plausibility checks can be done by integrating or differentiating-tieygendent values over a period
of time and comparing ttime-independent measurements.

b) Compare different measurement sources

Also, measurinthe same phenomenon in different waysiche a good plausibility check.

Different measurement sources do not necessarily have to be different physical sensors, but can also
mean using alternative communication channels (see examples).

Example
a) Comparentegrated and timeindependent measurements

A Metered pump and tank level gauge: volumetric change should equal integrated flow.
A Burner in a boiler: added caloric heat should equal temperature rise.

b) Compare different measurement sources

A Using air speedrtificial horizon, vertical speed, and altitude in the airplane to measure the
phenomenon of the climbing / descending airplane.

A Comparing process parameter values from independent data loggers (tied-BamA loops
or relay contacts and transmitted viadependent communication channels) to SCADA
a2a0SY RFEGF 002YAYy3 Ay (KS ay2N¥IFfé¢ gl & (KNP
and significantly ofspecified values.

Why?
. SYSTAOALI £ Why?

. Facilitates monitoring for manipulated vakiéassuming not all sensors

Security .
are manipulated at once).

Prevents acceptance or identifiéer future actior) corrupted / wrong
measurements as inputs.
Maintenance Rules out the possible physical causes for failures more quickly.

Reliability
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References

Sandard / framework | Mapping

Tactic TAO10- Impair Process Control
MITRE ATT&CK for IC Technique T0806- Brute Force 1/0
SR 3.5Input Validation
SR 3.6Deterministic Output
CR 3.5Input Validation
CR 3.6Deterministic Output
MITRE CWE CWE754: Improper Check for Unusual or Exceptional Conditions

ISA 62443-3

ISA 624431-2



https://collaborate.mitre.org/attackics/index.php/Impair_Process_Control
https://collaborate.mitre.org/attackics/index.php/Technique/T0806
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12. Validate inputs based on physical plausibility

Ensure operators can only input what’s practical or physically feasible in the process.
Set a timer for an operation to the duration it should physically take. Consider alerting
when there are deviations. Also alert when there is unexpected inactivity.

Security Objective Target Group
Integrity of /0O values Integration / Maintenance Service Provider
Guidance

a) Monitor expected physical durations
If the operation takes longer than expected to go from one exie to the oher, that isworthy of an
alarm.Alternatively, 1 it does it too quicklythat is worthy of an alarm too.

A simple solution could be a st¢imeout alert. This would be useful feequence/stegcontrolled

tasks.

C2NJ SEFYLX S5z éROGat8RIYayY2@8 26 (1848 p 4SO TNRY
condition (senso object arrived at B) is met.

If the condition is met significantly too early or too late, thepstimeout is alert triggered.

b) Monitor expected physical repeatiy activity

Physical plausibility checking can also mean alert for physically implausible inactivity: If there is an
expectation of a regular, repeating cycle of evertg (batches, diurnal patterns), an inactivity timer
would alert if something whiclsiexpected to change (discrete or analog value) remains static for far
too long

Example
a) Monitor expected physical durations

A The gates on a dam takes a certain time to go from fully closed to fully open
A In a wastewater utility, a wet well takes a certdime to fill

b) Monitor expected physical repeating activity

A Manufacturing process or pipeline batching should regularly cycle between control ranges or
operating modes.

A Municipal wastewater treatment plants typically have a diurnal cycle of actipigttern of
influent flow rates.

O0 [AYAG 2LISNIG2NI SYGNE F2N aSié LRAydGa (2 6KIFGQa

A eg,hf RAYI NI Ct 2NARI Ol aS | fafthdusedd® offirdeNinde IS NI (i 2 NJ
than whatwastypically nee@db) i K| G Qa Lifp@ssitleOlryftotcénfigyit®e
operationallimits in the PLCodewherever possible instead of using HMI scripts.
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Why?

. SYySTAOALI f Why?
1. Deviations can indicate an actuator was already in the middle
a travel state or that someone is tng to fake the 1/0Oe.g.,by

doing a replay attack.

2. Inactivity alerts facilitate monitoring for frozen or forced
constant values which could be the result of system or device
tampering.

Security

Reliability

1. Deviations give you an early alert for broken equipmaun
electrical or mechanical failures.

2. Inactivity alerts help flag measurements or system control loo
which may be failing (thus static) due to physical device fault

an issue with the logic control algorithm or failed/improper
operator input.

Maintenance

References

Standard / framework Mapping

MITRE ATT&CK for I(

Tactic TA010- Impair Process Control
Technique:T0806- Brute Force 1/O

SR 3.5Input Validation

ISA 62448-3 SR 3.6Deterministic Output
CR 3.5Input Validation
ISA 624431-2 CR 3.6Deterministic Output
MITRE CWE CWE754:Improper Check for Unusual or Exdepal Conditions



https://collaborate.mitre.org/attackics/index.php/Impair_Process_Control
https://collaborate.mitre.org/attackics/index.php/Technique/T0806
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13. Disable unneeded / unused communication ports and protocols

PLC controllers and network interface modules generally support multiple
communication protocols that are enabled by default. Disable ports and protocols that
are not required for the application.

Security Objective Target Group
Hardening Integration / Maintenance Service Provider
Guidance

Common protocolsisuallyenabled by default are.g.,HTTP, HTTPS, SNMP, Telnet, FTP, MODBUS,
PROFIBUS, EtherNet/IP, ICMP, etc.

Best pratice is to develop a data flow diagram that depicts the required communications between
the PLC and other components in the system.

The data flow diagram should show both the physical ports on the PLC as well as the logical networks
they are connected td-or each physical port, a list of required network protocols should be
identified and all others disabled

Example
For example, many PLCs include an embedded web server for maintenance and troubleshooting. If
this feature will not be used, if possiblestiould be disabled as this could be an attack vector.

Why?

. SYySTAOALI f Why?

Everyenabledport and protocoladdii 2 G KS t [/ Qa LI
Security adzNF I OSd ¢KS SFaasad sle G2 YI |
unauthorized communication i® disable them altogether.

If a PLC cannot communicate via a certain pogrotocol, this also
reduces the potential amount of (malformed) traffic, be it malicious or
not, which decreases the chances of the PLC crashing because of
unintended / malformed communication packages.

Disabling unused ports and protocols also facilitates maintenance,
Maintenance 0S0OFdzaS A4 NBRdzOSa (GKS t[/ Qa 2¢
not need to be administrated or updated.

Reliability

References
Tactic TAOO5- Discovery

MITRE ATT&CK for I Technique:T0808- Control Devicddentification, T0841- Network
Service Scannind0854- Serial Connection Enumeration

SR 7.6Network and security configuration settings

ISA 62448-3 SR 7.7Least functionality

ISA 62443-2 EDR 2.13 Use of physical diagnostic and test interfaces
SD4: Secure design best practices

ISA 62443-1 SH1: Security implementation review

SW-1: Security requirements testing



https://collaborate.mitre.org/attackics/index.php/Discovery
https://collaborate.mitre.org/attackics/index.php/Technique/T0808
https://collaborate.mitre.org/attackics/index.php/Technique/T0841
https://collaborate.mitre.org/attackics/index.php/Technique/T0841
https://collaborate.mitre.org/attackics/index.php/Technique/T0854
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14. Restrict third-party data interfaces

Restrict the type of connections and available data for 3rd party interfaces. The
connections and/or data interfaces should be well defined and restricted to only allow
read/write capabilities for the required data transfer.

Security Objective Target Group
Hardening Integration / Maintenance Service Provider
Guidance

In some cases, due to long cable runs or a large exchange of data, interfaced data connections
present a better busiess case than hard wired data exchange between two separate parties.

The following guidelines should be considered and followed where practical when designing and
implementing ahird-party data exchange interface:

A Use a dedicated communications moduléher directly connected to the 3rd party PLC or
data exchange equipment, or use dedicate network equipment physically segregated from
SIHOK LI NIeéQa O2NB ySig2N] o
A The MAC address of connected devices is typically available in system variables for any ICS
Ethernet-enabled device, making it possible to verify device identity with a ffadtor
approach (IRddresst MAC maker code = trusted device). This practice is certainly net fool
proof, as MA@ IPaddresses can be spoofed, but it serves to raise thérbiarms of
communications between trusted ICS systems and devices.
A When selecting a protocol for 3rd party interfaces, ab® a protocol which minimizes the
ability of thethird LJF NJié (2 éNARGS RIGE (2 G4KS 2y SNDa ae
A Choose a connection method andmmection port which prevents the 3rd party from being
FoftS G2 O2yFA3IdzNB (KS 26ySNR&a t[/ 2N RFEGlF SE(
A Thethird party should not be able to read or write to any data that has not been explicitly
defined and made available.
A Use a watchdogmer for monitoring communication so that commands are not sent to a
PLC in fault mode.
A SerialConnection Use a dedicated communication module for each 3rd party interface with
' NBAaONAROGSR INNI& 2F RIGlF & OthedntiidBandtkaS 2 6y S NI
the third party ishe Responder
A Ethernet/IP: Some PLCs allow for communication modules to function as a firewall and can
perform Deep Packet Inspection (DBHrestrict communication module interfaces to limit
the data exchange to arpdefined subset. thesefeatures areavailable, and an Ethernet/IP
protocol is in use, ensure the features are enabled and configured.
A When operational or contractual requirements prevent the owner from accomplishing the
previous items, consider usingiaS LJ- NI ¢S &aRIFGF O2y OSYydNI G2NE 6
to buffer the data and protect the owner from unwanted writes/programming from the 3rd
party. Ensure the backplane of this PLC cannot be traversed from the 3rd party network.
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Example
A Pipeline oiLease Automatic Custody Transfer (LACT) units which transfer and meter
hydrocarbons or water exchanged between an upstream producing or pipeline company and
a midstream pipeline company with network or serial interfaced connections sharing
metering, state and permissive information between companies.
A Regional potable water purveyor (importer) sharing turnout water flow rate being delivered
G2 | €20t YdzyAOALI tAGEQaA 4 GSNI LI Iyl

Why?
. SYSTAOALI £ Why?

1. Limit the exposure to 3rd party netwasland equipment

2. Authenticate external device® prevent spoofing.
Limits the ability for intentional or unintentional modifications or acces
from 3rd party locations or equipment

Security

Reliability

Maintenance

References

Standard / framework Mapping

Tactic TAO10- Impair Process Control
MITRE ATTECKICS Technique T0836- Modify Paraneter
SR 7.6Network and security configuration settings
SR 7.7Least functionality
CR 7.6Network and saarity configuration settings
CR 7.7Least functionality
SD4: Secure design best practices
ISA 62443-1 Sk Security implementation review
SVV1: Security requirements testing

ISA 62443-3

ISA 62443-2



https://collaborate.mitre.org/attackics/index.php/Impair_Process_Control
https://collaborate.mitre.org/attackics/index.php/Technique/T0836
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15. Define a safe process state in case of a PLC restart

Define safe states for the process in case of PLC restarts (e.g., energize contacts, de-
energize, keep previous state).

Security Obgctive Target Group
Product Supplier
Integration / Maintenance Service Provider

Resilience

Guidance

If something commands a PLC to restart in the middle of a wopkimgpsswe should expect the
program to pick up smoothly with minimal disruption taetprocess. Make sure that the process it
controls is restarsafe.

If it is notpractical to configure the PLC to restadfely, be sure that it alerts you to this fact and

that it does not issue any neeommands Also, for that case, ensure that the Sand Operating
Procedures (SOP) have very clear instructions for setting the manual controls so that the PLC will
start upthe processproperly.

Also, document all statip, shutdown, steady state control, and flying control system restart
procedures

Example
/

Why?

. SYSTAOAL

Eliminates potential unexpected behavior:

The most basic attack vector for a PLC is to force it to crash and / or
restart. For many PLCs, it is not that hard to do, because many PLCg
cannot cope well with unexgzted inputs or too much traffic. Whitbere
are several diagnostics foontrolleractionswhile it is running, how it
handles startup up with a running proceasasually not clearThis may
be uncommon, but it is a basic attack vector if we take irtcoaint
malicious behavior of an attacker.

Avoid unexpected delays:

If after a PLC power on, the state machiniializesto a statewith some
O2 Y RA (A 2 Yy & thé ffoca$s tdstagaithe bpSrator cannot
normalize the systengtechnicianwould need toenter the PLC prograr
to force the conditions to go to the desired state to be able to start
operation. This could cause delays and production losses.
Maintenance /

Security

Reliability
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References
Tacic: TAOQ9- Inhibit Response Function

MITRE ATTECKICS Technique:T0816- Device Restart/Shutdown

ISA 62443-3 SR 3.6Deterministic Output

ISA 62443-2 CR 3.6Deterministic Output

ISA 624431-1 SVV/1: Security requirements testing



https://collaborate.mitre.org/attackics/index.php/Inhibit_Response_Function
https://collaborate.mitre.org/attackics/index.php/Technique/T0816
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16. Summarize PLC cycle times and trend them on the HMI

Summarize PLC cycle time every 2-3 seconds and report to HMI for visualization on a

graph.

Security Objective Target Group

Monitoring Integration / Maintenance Service Provider
Guidance

Cycle times are usually system variables in a PLC and can be used for summarizing in PLC code.
Summarization should be done talculate average, peak, and minimum cycle times. The HMI should
trend these values and alert if there are sigrahtchanges.

The cycle time is the time it takes to compute each iteration of logic for the PLC. The iterations are
the combination of Ladddbiagrams (LD), Function Block Diagrams (FBD), Instruction List (IL), and
Structured Text (ST). These logic components may be joined together withgheriial Function
Charts (SFC).

Cycle times should beonstanton a PLCnless there are changes to e.g

A network environment
A PLC logic
A process

Therefore, unusual cycle time changes can be an indicator that PLC logic changed and thus provide
valuable ifiormation for integrity checks.

Visualizing values over time using a graph provides an intuitive waywoattantion to anomalies
which would be harder to notice by just having absolute values.

Example

Many PLEhave admaximum cycle tim&monitoring at hardware level. If the cycle time exceeds the
maximum value, the hardware sets the CPU to STOP (5).

Of couse, attackers are aware of this and will keep a possible attack code as lean as possible to
minimize the impact on t overall cycle timdn an additional software cycle time monitoring

program, a reference cylce time tref is defined as base cycle fisismall fluctuations are natural,

an acceptable threshold needs to be defined (1,3) The cycle monitoring is triggered, if the threshold
isexceeded?2,4).

ltcycle




Secure PLC Coding Practices: Details i
Version 1.0 (15 June 2021) e

Any deviance from the reference time can be stored in a lodfile like this:

SeqNo Date UTC Time Abweichung
1 2019-11-22 | 09:05:50.021 | 40,821ms
2 2019-11-22 | 09:06:00.068 | 44,391ms
3 2019-11-22 | 09:06:10.120 | 44,994ms
4 2019-11-22 | 09:06:20.166 | 40,561ms
5 2019-11-22 | 09:06:20.211 | 40,725ms

If cycle times arérended to the HMI, heavy CPU loads are visible at a glance. The following example
diagram shows an Pt&ogram with periodically executed malicious code. (1,3) show acceptable

OO0t S GAYS FfdzOldzZ GA2ya O0ay2AaSétedoR@MMWHICA y 2 NYI §
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Why?
Attacks to PLCs include changing its logic, activating a new program,
testing new code, loading a new process recipe, inserting auxiliary lo
to send messages or activagieme feature. For most PLCs, traditional
cryptographic integrity checks are not feasible. Howeket, Qa 3 2

Security alert if any ofthe above logic changes happé&ince gcletimes are
rather constant under normal circumstancehangesn cycle times are ¢
good indicator that the logic in one of the above logimpmnents has
changed.

Reliability See security, but for neamalicious causes.

Maintenance /
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References

Standard / framework| Mapping

Tactic TAOO2- Execution
MITRE ATTECKICS TechniqueT0873- Project File Infection
ISA 62443-3 SR 3.4Software and information integrity
ISA 62443-2 EDR 3.2Protection from malicious code
MITRE CWE CWE754:Improper Check for Unusual or Exceptional Conditions



https://collaborate.mitre.org/attackics/index.php/Execution
https://collaborate.mitre.org/attackics/index.php/Technique/T0873
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17. Log PLC uptime and trend it on the HMI

Log PLC uptime to know when it’s been restarted. Trend and log uptime on the HMI for

diagnostics.

Security Objective Target Group

Monitoring Integration / Maintenance Service Provider
Guidance
Keep track ofPLQuptime

A in the PLC itselff(uptime is a system variable in the PLC)
A in the PLC itself if it has MIB/ any SNMP implementation
A externallyby means oé.g.,SNMP

If the PLC has SNMP with MABwhich is very common, the OID for uptitsysUpTimelnstance®)
is1.3.6.1.2.1.1.3 . Uptime resets are important indicators for PLC restarts. Make sure the HMI
alerts to any sort of PLC restart.

Uptimecorrelated with error codes are goatiagnostics.

Example
/

Why?

. SYySTAOALI f Why?
The most basic attack vector for a PLC is to force it to crash and / or
restart. For many PLCs, it is not that hard to do, because many PLCsg

Security cannot cope welvith unexpected inputs or too much traffic. Thus,
unexpected restarts can be an indicator that the PLC encounters unu
actions.

Reliability PLC_regtarts are also good for_diagnostics in case of failures and for
monitoring which PLCs are being workedatnvhat time.

Maintenance /

References

Standard / framework\ Mapping

Tactic TAOO9- Inhibit Response Function
MITRE ATT&CKICS Technique:T0816- Device Restart/Shutdown
ISA 62443-3 SR 7.6Network and security configuration settings
ISA 62443-2 CR 7.6Network and security configuration settings
MITRE CWE CWE778:Insuffident Logging



https://collaborate.mitre.org/attackics/index.php/Inhibit_Response_Function
https://collaborate.mitre.org/attackics/index.php/Technique/T0816
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18. Log PLC hard stops and trend them on the HMI

Store PLC hard stop events from faults or shutdowns for retrieval by HMI alarm
systems to consult before PLC restarts. Time sync for more accurate data.

Security Objective Target Group
Monitoring Integration / Maintenance Service Provider
Guidance

Fault eventsndicate why &PLC shut down dbat the issue can baddresgd beforearestart.

Some PLCs may have error codes from the last case where the PLC faulted or shut down improperly.
Recordthose errors and then clear them. It might be a good idea to report those errors to the HMI as
informational data or perhaps to a syslog server, if those features and that infrastructure exist.

Most PLCs also have some kind of first scan feature thatrgeyseevents. It is a behavior that nearly
all PLC equipment have in some form. It is basically one or more flags, or a designated routine that is
SESOdziSR 2y G(KS TFTANRG &dsFifst San sHouldtbg Ibggdd @ndl Badked & & 6 |

Example
/

Why?
. SYSTAOALI £ Why?

Logsenable troubleshootingn case of an incident. Before a PLC becor
Security operational, especially after having experienced probleitris,important
to ensure it is trustworthy
Logs are also good soexcfor debugging if the event was not caused

Reliability maliciously.
Maintenance /
References

Standard / framework\ Mapping

Tactic TAOQO9- Inhibit Respons&unction
MITRE ATT&CKICS Technique:T0816- Device Restart/Shutdowh
ISA 62443-3 SR 7.6Network and security configuration settings
ISA 624431-2 CR 7.6Network and security configiation settings
MITRE CWE CWE778:Insufficient Logging



https://collaborate.mitre.org/attackics/index.php/Inhibit_Response_Function
https://collaborate.mitre.org/attackics/index.php/Technique/T0816
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19. Monitor PLC memory usage and trend it on the HMI

Measure and provide a baseline for memory usage for every controller deployed in the
production environment and trend it on the HMI.

Security Olpective Target Group
Integration / Maintenance Service Provider
Asset Owner

Monitoring

Guidance

Since the increase of lines of code in the logic can also lead to increased memory consumption at
runtime, it is recommended fdPLQprogrammers to track angeviation from the baseline and
dedicate an alarm class to this event.

Example

In Rockwell Allen Bradley PLCs, a baseline can be establish@diatnoller and memory usage can
be tracked using the RSLogix 5000 Task Monitor Tool. Not only the main memaitgothe I/O
memory and Ladder/Tag memocgn be tracked using trends

Why?

. SYySTAOALI f Why?

. Increased memory usage can be an indicator of the PLC running alte
Security
code.
Tracking memory usage for the running programs cteldiseful in
Reliability avoiding total memory consumption and eventual fault state for FheC
controller.
Tracking memory usage could be used in tuning and finding the best
Maintenance time for the monitored controller but also in troubleshooting problems
andissues related to faulty states.
References

Standard / framework Mapping

Tactic TAOO2- Execution
MITRE ATT&CK ICS Technique:T0873- Project File Infection
ISA 62443-3 SR 3.4Software and information integrity
ISA 624431-2 EDR 3.2Protection from malicious code



https://collaborate.mitre.org/attackics/index.php/Execution
https://collaborate.mitre.org/attackics/index.php/Technique/T0873
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20. Trap false negatives and false positives for critical alerts

Identify critical alerts and program a trap for those alerts. Set the trap to monitor the
trigger conditions and the alert state for any deviation.

Security Objective Target Group
Monitoring Integration / Maintenance Service Provider
Guidance

In most cases, alegtates are boolean (True, False) and triggered by certain conditions as displayed
below.E.gZz G KS GNAIIASNI 0AG F2NJ GKS FfSNI W2 FSNLINB A& dz
MQY [/ 2YRAGAZ2Y H WLINB A & dzNB, thio®)hna #eNOIRGEE:  dzS 2 GS NI ONR i

Caondition 1 &
Condition 2 Trigger Bit
Condition n E

To masquerade an attack, an adversary could suppress the alert trigger bit and cause a false
negative.

A trap for false negatives monitors the conditions for the trigger bit and the negated trigger bit itself.
With this simple setup, a fs¢ negative is detected. See the following picture:

Condition 1

Condition 2

Condition n

False Negative

Trigger Bit ® ——E’

In other cases, an adversary could deliberately cause false positives, to wear down the process
2 LIS Nl afientidd a

In the same manner of the false negative trap, false positives can also be debgateahitoring the
alert trigger bit and if the trigger conditions are met. If the conditions are NOT met, but the trigger bit
is active, a false positive is detected: See the following picture:

Condition 1
Condition 2

Condition n

False Positive
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Example

Example 1Siemens offers in their Siemens-B200/1500 Products a Webserver with a wide range of
functions, for example display of the RE@ite, cycle time or scope records. It also has the option to

view and modify data tables and variables. The access rights to the Webserver can be modified in the
PLGHardware Settings. In case of reenfigured access rights an adversary could gain access to the
PLC Variables and Datablocks. To create a false positive, the adversary selects an alert trigger bit and
alters the state.

Example 2in the Triton/TrisygHatMan attack, rogue code suppressed alert states.

Example 3A businjection attack could send a false positive alert toigh-level SCADAlient.

Why?
. SYSTAOALI £ Why?

Mitigates false negative or false positives of critical alert messages
Security f:a_use.d by an ad\_/ersa_ry obfusinagtheir attack (.e., rogue code, bus
injection, tampering with accessibR_Gstate tables on unsecured
webservers).
Reliability /
Maintenance /
References

Standard / framework Mapping

Tactic: TAOO0S Inhibit Response Function
MITRE ATTECK ICS Technique T0878- Alarm Suppression

ISA 62443-3 SR3.5: Input Validation
ISA 62443-2 CR 3.5 Input Validation
ISA 624431-1 Skl : Security implementation review

MITRE CWE CWE754:Improper Check for Unusual or Exceptional Conditions



https://collaborate.mitre.org/attackics/index.php/Inhibit_Response_Function
https://collaborate.mitre.org/attackics/index.php/Technique/T0878
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For many year®2rogammable Logic Controllers (PLEBa&Ye been insecure by desigdeveral years
into customizing an@pplying best practices from IT gavee tosecure protocols, encrypted
communications, network segmentation etc. However, to date, there has not aésrus on using
the characteristideatures in PL&Xor SCADADC$for security or how toprogram PLCsith security
in mind. This mjectc inspired bythe existing Secure Coding Practices fag fills that gap

Who should read and implement the Secure PLC Coding Practices?

Thesepractices have been written for engineers. The aim of this project is to provide guidelines to
engineers that are creating software (ladder logic, function charts etc.) to help improve the security
posture of Industrial ControlyStems. These practices leverage natively aviglainctionality in the
PLC/DC4.ittle to no additional software tools or hardwaieneeded to implement these practices.
They can all be fit into the normal PLC peogming and operating workflovMore than security
expertise, good knowledge of the PLCs to be protected, their,lagitthe underlying process is
neededfor implementing these practices.

What is the scope if this list / how do you define PLC Coding?

To fit the scope of the Top 20 Secure Bloding practices list, practices need to involve changes
made directly to a PL@Vhat you see in this document is a Top 20 selection of a larger number of
potential secure PLC coding practicEsere arealsoadditional draft practices pertaining to the
overall architecture, HMIs, or documentatiomhoseado not fit the scope of secure PLC coding, but
could be on a future lishn secure PLC environment.

What are the benefits of applying Secure PLC Coding Practices?

Using these practicedearlyhas securitypenefits¢ mostly either reducingthe attack surface or
enablingfaster troubleshooting if a sririty incident were to happerHowevermany practices have
additionalbenefitsbeyondsecurity. Some alsmakethe PLC code more reliable, easier to debug and
maintain, easier to communicat andpossiblyalso leanerFurther, the secure PLC coding practices
not only helpusersin the event of analicious attacker bualsomakethe PLG:ode morerobustto
withstandaccidental misconfiguration or human error.

Who's behind this project?
Itallstartedwithw 1S . NP REA1 £ OOdzNB EHZRAY A |t I OGAOSE F2NJ t |

After the conferenceDale Peterson initiated the Top 20 projedake Brodsky and Sar&luchs spent
severalhourson the phone to bringVl 1 S Q &ed $8bliBe IRIPC coding practices to paper

AfterwardsDale, Jake and Sarah set up a platform at top20.isasogported by ISA GCA,

structureand gather additional input fromthe ICSsecdrit F YR SYI3AYSSNBEQ 02 YYdzy A

Discussions and consolidation of the practice teaitgl curating a list of the most relevant Top 20
practices took about a yeathe process waaccelerated by Vivek Ponnadéno besidescontributing

and reviewingcontent, alsoorganizedregular calls unti&ll comments on practices were resolyed
Mohamed Abdelmoez Sakeglho addedall the standards references in one big effahe MITRE

CWE team who provided the CWE referencesnssute, Sarah who compiled the documentwyo

are reading now and Jake, Dale, John Cusimano, Dirk Rotermund, Josh Ruff, Thomas Ral@é&unstein,
Serino Walter Spéh, Agustin Valencia Girtegg Marcel RiclCen,and Al RatheesiR who provided
input throughout the regular calls


https://www.youtube.com/watch?v=JtsyyTfSP1I
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Supporters’ list

The Secure PLC Coding Projg@nd continues to bga true community effort, which would not
have been possible witut countlesscontributors generously sharing thigime andPLCsecurity
knowledge. A total of 943 Users registered on the platformiszualss and contribute. Here is an
alphabetical list of all whexplicitlyagreedto be named. Thank you everyone who took the time to

support this project!
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	1. Modularize PLC Code
	Split PLC code into modules, using different function blocks (sub-routines). Test modules independently.
	Guidance
	Example
	Why?
	References


	2. Track operating modes
	Keep the PLC in RUN mode. If PLCs are not in RUN mode, there should be an alarm to the operators.
	Guidance
	Example
	Why?
	References


	3. Leave operational logic in the PLC wherever feasible
	Leave as much operational logic e.g., totalizing or integrating, as possible directly in the PLC. The HMI does not get enough updates to do this well.
	Guidance
	Example
	Why?
	References


	4. Use PLC flags as integrity checks
	Put counters on PLC error flags to capture any math problems.
	Guidance
	Why?
	References


	5. Use cryptographic and / or checksum integrity checks for PLC code
	Use cryptographic hashes, or checksums if cryptographic hashes are unavailable, to check PLC code integrity and raise an alarm when they change.
	Guidance
	Example
	Why?
	References


	6. Validate timers and counters
	If timers and counters values are written to the PLC program, they should be validated by the PLC for reasonableness and verify backward counts below zero.
	Guidance
	Example
	Why?
	References


	7. Validate and alert for paired inputs / outputs
	If you have paired signals, ensure that both signals are not asserted together. Alarm the operator when input / output states occur that are physically not feasible. Consider making paired signals independent or adding delay timers when toggling outpu...
	Guidance
	Example
	Why?
	References


	8. Validate HMI input variables at the PLC level, not only at HMI
	HMI access to PLC variables can (and should) be restricted to a valid operational value range at the HMI, but further cross-checks in the PLC should be added to prevent, or alert on, values outside of the acceptable ranges which are programmed into th...
	Guidance
	Example
	Why?
	References


	9. Validate indirections
	Validate indirections by poisoning array ends to catch fence-post errors.
	Guidance
	Example
	Why?
	References


	10. Assign designated register blocks by function (read/write/validate)
	Assign designated register blocks for specific functions in order to validate data, avoid buffer overflows and block unauthorized external writes to protect controller data.
	Guidance
	Example
	Why?
	References


	11. Instrument for plausibility checks
	Instrument the process in a way that allows for plausibility checks by cross-checking different measurements.
	Guidance
	Example
	Why?
	References


	12. Validate inputs based on physical plausibility
	Ensure operators can only input what’s practical or physically feasible in the process. Set a timer for an operation to the duration it should physically take. Consider alerting when there are deviations. Also alert when there is unexpected inactivity.
	Guidance
	Example
	Why?
	References


	13. Disable unneeded / unused communication ports and protocols
	PLC controllers and network interface modules generally support multiple communication protocols that are enabled by default. Disable ports and protocols that are not required for the application.
	Guidance
	Example
	Why?
	References


	14. Restrict third-party data interfaces
	Restrict the type of connections and available data for 3rd party interfaces. The connections and/or data interfaces should be well defined and restricted to only allow read/write capabilities for the required data transfer.
	Guidance
	Example
	Why?
	References


	15. Define a safe process state in case of a PLC restart
	Define safe states for the process in case of PLC restarts (e.g., energize contacts, de-energize, keep previous state).
	Guidance
	Example
	Why?
	References


	16. Summarize PLC cycle times and trend them on the HMI
	Summarize PLC cycle time every 2-3 seconds and report to HMI for visualization on a graph.
	Guidance
	Example
	Why?
	References


	17. Log PLC uptime and trend it on the HMI
	Log PLC uptime to know when it’s been restarted. Trend and log uptime on the HMI for diagnostics.
	Guidance
	Example
	Why?
	References


	18. Log PLC hard stops and trend them on the HMI
	Store PLC hard stop events from faults or shutdowns for retrieval by HMI alarm systems to consult before PLC restarts. Time sync for more accurate data.
	Guidance
	Example
	Why?
	References


	19. Monitor PLC memory usage and trend it on the HMI
	Measure and provide a baseline for memory usage for every controller deployed in the production environment and trend it on the HMI.
	Guidance
	Example
	Why?
	References


	20. Trap false negatives and false positives for critical alerts
	Identify critical alerts and program a trap for those alerts. Set the trap to monitor the trigger conditions and the alert state for any deviation.
	Guidance
	Example
	Why?
	References
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